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Abstract

Annotations are a mechanism for adding state to
packets that is orthogonal to the data payload. His-
torically, two ways of adding annotations to pack-
ets have been used: overloading reserved bits in the
header, and using IP options. In the first case, the
amount of space available is very limited and difficult
to share. In the second case, packets with IP options
are dropped on many Internet paths. We propose a
more general and flexible mechanism for annotating
packets that appends annotations to the end of pack-
ets, in the IP payload. We show that many existing
proposals for adding state to packets can exploit this
common mechanism for annotations. Our key result
is that packets annotated in this way have a much
higher probability of successful transport across the
network than those for which IP options have been
used.

1 Introduction

As the Internet has evolved, researchers have pro-
posed a plethora of extensions to the original Inter-
net Protocol (IP). Many of these extensions, such as
IP traceback[9], XCP[5], Quick-start[4], SCORE[11],
CETEN[1], and SIFF[13], require recording of some
protocol-specific state in the packet header. We refer
to this state as an annotation.

One of the two main ways of adding annotations
to packets is to use IP options. IP options were de-
signed to be incrementally deployable: a router or
an end-host that did not understand a particular op-
tion was supposed to ignore that option and simply
forward the packet. Unfortunately, this is not what
happens in today’s Internet. Because checking the
IP options is an expensive operation, many routers
chose to drop the packets with options they do not
understand, rather than forwarding them. Our ob-
servations of 37, 145 paths between PlanetLab nodes
show that almost half of the paths dropped packets
with options.

This lead the designers of IP extensions to avoid
using IP options and choose the second way to anno-
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tate packets. They overloaded the semantics of fields1

in the IP header. This is incrementally deployable as
long as the unaware routers do not interpret the over-
loaded fields. On the downside, the number of bits
in the packet header that can be overloaded is very
small, and cannot be easily shared by different exten-
sions.

In this paper, we present a simple, alternative so-
lution that is incrementally deployable, yet flexible.
Conceptually, we add annotation data to the packet
by extending the IP payload to include that anno-
tation. We have organized this extended area in
the payload so that devices that understand our an-
notation scheme can easily detect them and access
the data they contain. Legacy devices simply see a
standard IP packet, and forward it accordingly, in
its “fast-path”. This annotation structure enables a
large variety of annotations of different types, and al-
lows multiple annotations to coexist. To demonstrate
its generality, we show how it can be used to imple-
ment many of the previously proposed IP extensions
including IP traceback, XCP, and SIFF.

The rest of the paper is organized as follows. Sec-
tion 2 discusses previous mechanisms to annotate
packets. Section 3 describes how to extend the pay-
load to support annoations that are transparent to
annotation unaware routers. Section 4 describes some
IP extensions and shows how they can be deployed
using our annotations. Section 5 evaluates the fea-
sibility of our implementation using the PlanetLab
experiments, and Section 6 describes the challenges
and opportunities of annotations. Finally, Section 7
concludes the paper.

2 Related Work

Space for packet annotations was included in the In-
ternet Protocol version 4[8]. IPv4 includes support
for up to 40 bytes of options. This option space is
divided into one or more variable length entries each
consisting of a type, and possibly length and data
fields. IPv6[2] generalizes the use of options to in-
clude two distinct sets of headers: hop-by-hop head-

1Some examples are using the Type of Service byte, and the
fragment offset[11].
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ers and end-to-end headers. Hop-by-hop headers are
intended for intermediate routers, and thus are the
only ones that affect the core of the network.

Another way to bind annotations to a packet with-
out modifying its contents is to tunnel the packet
along with the annotation in a larger packet. The
tunnel endpoint must decapsulate the packet, recover
the annotation, and send the packet to the original
destination. A common tunneling protocol is Generic
Routing Encapsulation (GRE)[3]. A major drawback
to tunneling is that the semantics of the protocol are
violated and the destination address in the packet is
changed. Often, TCP packets are encapsulated into
UDP packets, and congestion control is lost. Ad-
ditionally, the communicating parties now must in-
clude a tunnel endpoint (and possibly entry point)
into their fate sharing.

3 An Annotation Area for IP Packets

This section describes a mechanism for adding anno-
tations to packets transiting the network. This data
contains one or multiple annotations, which are sim-
ply a variable-length set of bits that can be used by
applications residing in routers, endhosts, or middle-
boxes. Our design for annotations provides appli-
cations with a “scratch-pad” of bits that they can
use for their particular application. We associate
with each annotation application a type. Different
annotation-aware applications need not understand
each other’s annotation formats, only their own type.

In a normal IP packet, the header has a length field
as well as a checksum field that is a function of the
header. We choose to store annotations at the end
of the IP packet, as an extension to the packet’s IP
payload. This necessitates making two changes to the
header: the length must be increased to reflect the
new annotation, and the packet’s IP checksum must
be recomputed. To non-annotation devices (such as
standard core routers) this encoding will appear as a
standard IP packet. Figure 1 shows an annotated IP
packet with updated length and checksum fields.

For annotation-aware routers or endhosts to rec-
ognize that the packet is annotated, we store a spe-
cial set of signaling bits at the end of the packet.
These bits can be the same for every packet, or they
can change on a packet-by-packet basis. We choose
the signaling bits to be the value of a hash of the
IP header (excluding fields that change hop-by-hop).
We store this hash value at the very end of the an-
notation space (and thus, in the last few bytes of the
packet). This choice allows annotation-aware routers
to easily check whether packets transiting through
them are annotated: they compute a hash of persis-
tent fields in the IP header and compare to the last

Figure 1: An annotated IP packet with updated IP
length and checksum fields.

bytes of the packet. Given that the IP checksum is
16-bits, our design reserves 16-bits for the signaling
bits. Based on a trace of data collected from the UC
Berkeley EECS research network, we found that the
false positive rate of unannotated traffic, defined as
packets whose last two bytes accidentally match the
computed hash value, is approximately 1

2−15 There
is a possibility that the last two bytes of the packet
happen to collide with our hash of the header (a false
negative). Although rare, we could prevent this colli-
sion by fragmenting the packet. We expect this frag-
mentation to affect about 1 in 216 packets.

Starting at the end of the packet and working to the
front, the annotation space consists of two signalling
bytes, an index data structure, and finally zero or
more annotations. Since the annotations are of vari-
able length, we use an index structure to facilitate
locating them. The index is very simple–it consists
of a length byte followed by a list of <type,offset>
pairs. The length byte indicates how many pairs
there are. Each <type,offset> pair allows annotation-
aware routers to locate annotations by looking offset
bytes past the index into the annotation area. Note
that this structure implicitly identifies the length of
each annotation. We do not specify the meaning or
semantics of individual annotations–that is up to the
application. Figure 2 shows this structure.

To remove annotations, an annotation-aware
router or end host first determines the length of the
annotation space (by examining the index). It then
subtracts that value from the IP header length, and
recalculates the checksum. The packet is now no
longer annotated.

For some environments, we envision that endhosts
will support annotations natively in their network
stack. Some of the examples given in Section 4 re-
quire this. In other environments, it will be network
appliances and intermediate devices that make use
of packet annotations, and those annotations will be
removed before the reach endhosts. In this case the
endhosts are unaware of the annotations.
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Figure 2: The annotation format: zero or more an-
notations, an index structure, and signaling bits.

4 Annotations Illustrated

We now consider a set of recent proposals for new
extensions to IP, and consider how each could be im-
plemented using packet annotations. Each of these
proposals would be associated with an annotation
type, and the annotation index stored at the end of
the packet would map the type to the appropriate
location in the annotation space. We first describe
quality-of-service extensions (XCP, Quick-start, and
SCORE). We then describe security extensions (IP
traceback and SIFF). Lastly we describe a perfor-
mance extension for lossy channels (CETEN).

4.1 XCP: Congestion control for high
bandwidth-delay product networks

XCP[5] addresses TCP instability and inefficiency
that arises in networks with high bandwidth-delay
products. It does this by applying control theory to
provide both efficiency and fairness by taking more
information into account than TCP does. Indeed,
TCP relies primarily on packet loss to detect conges-
tion in the network. XCP extends the information
that each packet conveys by adding the sender’s TCP
congestion window and round-trip time estimate, as
well as a third field that intermediate routers modify
to affect the sender’s congestion window to an XCP
header stored in each packet. This data allows routers
to regulate the flow of multiple senders using them.

The initial deployment strategy for XCP does not
require each packet to carry an XCP header. In-
stead, border routers at the edge of AS clouds would
keep state on flows leaving the AS. They would peri-
odically exchange reports through separate control
packet containing XCP data in them with border
routers in destination networks. While this does not
require packets modification, it does require support
in the border router, which must now keep track of

state for many flows. Using annotations, senders
could record the actual XCP header in the form of
an XCP annotation. Routers that are XCP-aware
would be able to manipulate the appropriate field in
order to support XCP. Routers that are annotation-
or XCP-unaware would see a standard IP packet and
would forward it along. The use of annotations makes
XCP and end-to-end, rather than an AS-to-AS pro-
tocol suitable for incremental deployment.

4.2 Quickstart for TCP and IP

In very high speed networks, nodes must send a
large number of packets before their TCP connections
reach their steady-state speeds. This is due to TCP’s
conservative slow-start policy. Quickstart[4] proposes
that the sender annotate SYN packets it sends out
with its desired sending rate. As routers along the
network path see this SYN packet, they might ad-
just this rate downward if they are unable to support
a new connection at the desired speed. When the
packet reaches the destination, the initial rate field
represents the instantaneous bottleneck bandwidth of
the connection. This rate then determines the TCP
parameters for the connection.

In addition to the initial sending rate, there is also
a Quick-start TTL field that Quick-start aware net-
work routers decrement. This can be compared to
the TTL in the packet to determine whether to use
the mechanism (only paths with all Quick-start aware
routers can use the feature). Deployment with anno-
tations would require both of these fields, since now
all routers on the path would have to be both Quick-
start and annotation-aware. Note that SYN pack-
ets are easy to annotate, since they are often much
smaller than the network MTU.

4.3 The Stateless Core Network Architec-
ture (SCORE)

SCORE is a scalable network architecture that allows
one to provide per-flow services such isolation and
QoS without requiring routers to maintain per-flow
state [11]. The main idea is to have packets carry
this state, instead of routers maintaining it. By using
this technique, called dynamic packet state (DPS),
it is possible to provide a variety of services such as
approximating per-flow fair queueing [12], guaranteed
services [11], and per-flow load balancing [10].

SCORE is deployed on a domain-by-domain basis.
The ingress routers maintain per-flow sate and insert
the DPS related state in the packets’ headers, while
core routers implement DPS and maintain no per-
flow state. The egress routers remove the state form
the packets.

Our annotation scheme naturally supports the
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SCORE architecture. Instead of using IP options,
or overloading the IP ToS and the fragment offset
fields to store the DPS related state (as proposed in
the original SCORE design), we can simply use an-
notation to store this sate into packets.

4.4 Network support for IP traceback

IP traceback is an enhancement of the standard net-
work forwarding model that allows autonomous sys-
tems (ASes) to locate the source of packet floods
during denial-of-service (DoS) attacks. Conceptually,
routers along an Internet path keep enough state to
reconstruct the set of links to a DoS source. To fa-
cilitate this, support at the network-level has been
proposed in [9] to mark packets with identifiers that
represent sampled network path edge pairs. These
edge pairs, which consist of two router IP addresses
and a distance measurement, make their way to the
victim network. With sufficient such edge pairs, the
victim can reconstruct the correct ordering of links
to the source of the attack.

The samples stored in packets are 72-bits long (two
32-bit IP addresses and an 8-bit distance field). The
authors chose to segment these samples and spread
them out over multiple packets. This, combined with
a very compact encoding, allows the samples to fit
into the 16-bit IP identification field (used for sup-
porting fragmentation). Using annotations, IP trace-
back would be supported by an annotation 72-bits
long. No additional encoding would be needed, and
entire edge pairs could be stored in a single packet,
rather than spread over multiple packets in a flow.

4.5 SIFF: Mitigation of DDoS Attacks

Distributed denial of service (DDoS) attacks occur
when a large number of (usually compromised) ma-
chines on the Internet send traffic floods to a victim
network. Because of IP’s best-effort service model,
core routers unwittingly end up acting as conduits
for the attack. The authors of SIFF[13] propose to
add capabilities to packets which are granted by re-
cipients. These capabilities are carried in each packet,
and can be easily validated by core and edge routers.
The advantage of the SIFF approach is that DDoS at-
tacks can be prevented throughout the network–not
just in the recipient’s edge network.

SIFF relies on three new fields added to the IP
header: a set of three flag bits, a capability field, and
possibly a capability reply field. Both sender and
receiver have to have modified network stacks to sup-
port the use of packet capabilities. To support SIFF
with annotations, these three fields would be stored
in the annotation space of the packet, and both the
sender and receiver would be SIFF and annotation

aware. Incremental deployment would be possible
since annotation-unaware legacy routers would sim-
ply not detect either field.

4.6 Cumulative Explicit Transport Error No-
tification (CETEN)

TCP lowers its sending rate in response to observed
packet drops in the network. In cases where packet
drops are due to congestion losses, this is a desired be-
havior. However, in cases where packet drops are due
to corruption losses (for example, from a lossy wire-
less link), this behavior can lead to sub-optimal TCP
performance. CETEN[1] is a proposal to enhance
TCP by discovering these two loss rates explicitly. It
estimates corruption-based losses by encoding a “cor-
ruption survival probability” header into each packet.
As routers in the network forward the packet, they
update this value based on the probability of corrup-
tion they are seeing on their link. When the packet
gets to the destination, the final value of that field is
echoed back to the sender.

The CETEN annotation would consist of the cor-
ruption survival probability, a four-byte floating point
value. To support CETEN with annotations, both
the sender and receiver would be annotation aware.
This is because the receiver has to echo the probabil-
ity value stored in the packet’s annotation back to the
sender in a future packet. CETEN’s incremental de-
ployment strategy would then involve CETEN-aware
network routers to adjust the appropriate packet an-
notation.

5 Feasibility Study

In this section we present experiments conducted
with real packets in the wide area that support the
use of annotations in lieu of IP options for signaling.

We found that support for packets with IP options
was quite limited in the wide area, and it is not a
viable solution for annotating packets on today’s In-
ternet. We ran an experiment to test how the paths
among 195 PlanetLab [7] hosts would cope with pack-
ets containing IP options. These were selected as one
per PlanetLab site, of a subset of the nodes we could
reach on July 13th, 2005. We implemented a small
application that was run on all nodes. A host would
send an UDP packet containing either no IP options
or one of No-op, Record Route, or Timestamp op-
tions. The receiving host would reply with an echo
UDP packet with no options, much like the ping util-
ity. We also ran a similar test using the standard
ping utility, with and without the -R command line
switch, which turns the Record Route IP option on.
The results of these experiments are summarized in
Table 1. We were able to collect measurements for
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Packet Type Success
ICMP 83.49%
ICMP-RR 49.53%
UDP 75.39%
UDP-NOOP 55.54%
UDP-TS 47.62 %
UDP-RR 48.51 %

Table 1: Results from sending packets with and with-
out options between all pairs of 195 PlanetLab nodes

37, 145 pairs of hosts,2 and observed that about 40%
of the paths on which ICMP packets were successfully
delivered failed to deliver equivalent packets with op-
tions. For the UDP packets in our tests, this number
is around 30% for the different options. These num-
bers are similar to results in [6], where the authors
do experiments with TCP packets with and without
options, suggesting that they were not artifacts of the
particular set of paths we chose, but rather a more
widespread state of affairs on the Internet.

The next question then was to verify whether pack-
ets with our Annotations do get delivered. When
adding options to packets, we have to fix the IP
header length field and the IP checksum to keep the
packet a valid IP packet. However, transport proto-
cols generally have checksums as well, and the extra
data will make for invalid higher layer packets if re-
ceived by end applications. Clearly, the packets have
to be deannotated before being delivered to the trans-
port layer in the end host, but an interesting question
is how the packets traverse the network. Any network
element along the path that checks transport layer se-
mantics, such as firewalls, NATs, or intrusion detec-
tion systems, may drop packets with an invalid TCP
checksum, which depends on the packet payload. To
test this we modified the tcptraceroute tool to
use annotated TCP packets. This tool works like
traceroute, but uses TCP SYN packets as the prob-
ing packets, and allows one to verify where in the path
a packet is dropped, if at all. We selected 157 Plan-
etLab nodes (a subset of the 195 nodes in the other
experiment that were reachable from the source for
this experiment at the time) and ran tcptraceroute
from a single computer outside of any firewall, using
both annotated and normal packets. In 4 of these
paths the annotated packets were dropped before get-
ting to the end host, and in all other cases they got to
the end host. In the blocked cases, the packets were

2Because of connectivity issues in PlanetLab, we couldn’t
collect the results for all 195× 194 pairs. We gathered reports
from 192 of the 195 nodes. Of these, 190 had measurements to
all other 194 nodes, while one had measurements to 172 and
another to only 113 nodes.

always dropped close to the destination (2 to 4 hops
before the end host), and not in the core.

The conclusion is that although some routing ele-
ments may decide to drop packets with bytes added
disregarding the integrity of transport protocol pack-
ets, this was very rare in our experiments, and always
very close to the end points. This is the worst case for
annotations. It is always possible to fix the payload
in a transport protocol-dependent way, such as mak-
ing the TCP checksum valid, to eliminate the drop-
ping of the packets by transport-layer aware routing
elements. In this case, care must be taken to en-
sure that all packets get deannotated. We envision in
most cases that the TCP checksum will remain un-
changed, ensuring that endhosts do not mistakenly
receive annotations into their TCP bytestream.

6 Annotation Challenges and Oppor-
tunities

The introduction of annotations raises several issues.
First, since we are appending data to the payload of
IP packets, we have to ensure that those packets do
not reach end hosts unaware of it. This requires that
annotation-aware routers reside on each path from
annotation point to destination. In general, even if
that device does not understand any particular an-
notation, it must at least be able to strip off annota-
tions so that the receiver is unaffected. As described
in Section 3, removing annotations does not require
state.

This raises the issue of how annotation-aware
routers and endhosts can determine if any nodes on
the path to the destination support annotations. This
information is important since packets should only
be annotated if a node down the path can receive
them. A simple way of determining this information
is to make use of a modified version of the tracer-
oute tool. This new tool would send packets with
ascending TTL fields and annotations. Annotation
routers that receive those traceroute packets would
respond with an annotation of their own. In this
way a sender or network appliance can determine the
capabilities of routers on the path. By periodically
issuing these probes, a sender could cease annotation
packets if the underlying path changes in such a way
that annotation-aware routers are no longer on the
path. By choosing an appropriate probe frequency,
the sender can bound the amount of time that anno-
tated packets are sent to non-annotation parts of the
network.

Another issue raised is how annotations interact
with network MTUs (maximum transmission units).
It is clear that we cannot add new data to a packet
that is already as large as the MTU. In practice, we
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have found that packet sizes tend to fall into a tri-
modal distribution of small packet (about 60 bytes),
medium sized packets (about 600 bytes), and large
packets (close to 1500 bytes). For example, on a sub-
set of the UC Berkeley Computer Science network
(consisting of about 40 desktops and a dozen servers),
we found that about 90% of packets are less than 1400
bytes. It is unclear that this distribution universally
holds, however by restricting annotations to packets
with sufficient room to hold them, we expect to be
able to annotate a significant number of packets.

The need for packet annotations has also grown
through the deployment of a variety of middleware
boxes. They are devices in the network that execute
an application on packet flows. Examples of such
boxes include intrusion detection systems (IDSes),
spam detection appliances, firewalls, network address
translators, iSCSI storage switches, VPN endpoints,
and others. Some applications like IDSes can benefit
from inter-device communication. By taking advan-
tage of multiple vantage points, their ability to detect
attacks can be increased. The availability of the an-
notations will give middleware boxes a way of shar-
ing network observations with each other by anno-
tating information into packet streams. Our payload
extension annotations enable multiple network appli-
ances to interact with each other despite intermedi-
ate legacy switches and routers. As long as the other
appliances are also annotation aware, they could be
stripped from packets before they reach the destina-
tion.

7 Conclusions

We have proposed a mechanism to support packet an-
notations in the Internet. This mechanism stores an-
notation data at the end of packets, by extending the
IP payload. Other than the length and IP checksum
fields, no IP, TCP, or UDP header fields are modi-
fied. We tested our scheme on PlanetLab and found
that in all but four paths our annotations arrived at
the destination. This is significantly better than us-
ing IP options, which were dropped about half the
time. We hope that packet annotations will provide
a useful and lightweight alternative to accommodate
new network extensions and appliances.
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